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Abstract— The iCloud technology is one of the recent and the 

most brilliant service created and hosted by the Apple Inc. Its 

main function is to serve as a backup system on all Apple 

products. The Find My iPhone application is the application, was 

formerly a part of the MobileMe architecture, which allows the 

users of the iPhone or other iDevices to track the location of their 

iPhone or other iDevices when it gets either lost or stolen. The 

user of the application will be able to see the iPhone’s (almost) 

approximate location on the map, display a message onto the 

iPhone, and/or play a sound on the iPhone (even if the iPhone is 

on the silent mode), change the password on the iPhone, and also 

remotely erase the contents of the iPhone. The Find My iPhone 

application was made free of charge with iOS 4.2.1 software 

update, but this was only for devices introduced in 2010 and 

thereafter. There was another iOS app released by Apple around 

June 2010, which allowed the users to locate their device from 

another iOS devices running on iOS 4 or later. With every 

upgrade to the application or the software there was a new 

feature added which made the application more efficient in 

tracking the lost or stolen device. There are similar phone finder 

services or applications under various names, which are equally 

good enough, also are available for other types of smartphones.  

 

Index Terms—  Find my phone , apple m artificial intellegence 

 

I. INTRODUCTION 

pple's Find My iPhone application is by-far the best 

available application in the market today to search and 
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locate the misplaced iPhone or other iDevices. However, no 

matter how good it is, it will still have bugs as it is nothing but 

a software program. When a mobile iDevice or the iPhone is 

stolen, the first thing that the robber would do is switch off the 

iPhone and then remove and crush the SIM card (present in 

the iPhone), so that it‟s not easy to locate it. Once the SIM 

card is out and the iPhone is switched off, it is practically 

impossible to locate it. 

 Another scenario is where the robber tries to switch on the 

device, without erasing it, the device asks for a password and 

will send an alert to Apple‟s support team. The owner of the 

device can also send an alert on the iPhone for searching it. 

The alerts will reach the device only if the device has some 

service provider data network or is connected to the Wi-Fi. 

Either of the condition should match to avail the service of 

finding the iPhone‟s Find My iPhone application. The third 

scenario is where no activation code is available or set by the 

owner and even the Find My iPhone application is not 

activated. In such cases nothing can be done as there is no 

remote access available to the iPhone for the owner. All of the 

above mentioned scenarios will be broadly presented in the 

following chapters of this dissertation along with the 

suggestions to overcome or partially resolve the problems 

caused in the smooth running of the application and the 

devices upon which the application is running. Apple‟s Find 

My iPhone application is by-far the best available application 

in the market today to search and locate the misplaced iPhone 

or other iDevices. However, no matter how good it is, it will 

still have bugs as it is nothing but a software program. When a 
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mobile iDevice or the iPhone is stolen, the first thing that the 

robber would do is switch off the iPhone and then remove and 

crush the SIM card (present in the iPhone), so that it‟s not easy 

to locate it. Once the SIM card is out and the iPhone is 

switched off, it is practically impossible to locate it. 

 Another scenario is where the robber tries to switch on the 

device, without erasing it, the device asks for a password and 

will send an alert to Apple‟s support team. The owner of the 

device can also send an alert on the iPhone for searching it. 

The alerts will reach the device only if the device has some 

service provider data network or is connected to the Wi-Fi. 

Either of the condition should match to avail the service of 

finding the iPhone‟s Find My iPhone application. The third 

scenario is where no activation code is available or set by the 

owner and even the Find My iPhone application is not 

activated. In such cases nothing can be done as there is no 

remote access available to the iPhone for the owner. All of the 

above mentioned scenarios will be broadly presented in the 

following chapters of this dissertation along with the 

suggestions to overcome or partially resolve the problems 

caused in the smooth running of the application and the 

devices upon which the application is running. 

Apple‟s Find My iPhone application is by-far the best 

available application in the market today to search and locate 

the misplaced iPhone or other iDevices. However, no matter 

how good it is, it will still have bugs as it is nothing but a 

software program. When a mobile iDevice or the iPhone is 

stolen, the first thing that the robber would do is switch off the 

iPhone and then remove and crush the SIM card (present in 

the iPhone), so that it‟s not easy to locate it. Once the SIM 

card is out and the iPhone is switched off, it is practically 

impossible to locate it. 

 Another scenario is where the robber tries to switch on the 

device, without erasing it, the device asks for a password and 

will send an alert to Apple‟s support team. The owner of the 

device can also send an alert on the iPhone for searching it. 

The alerts will reach the device only if the device has some 

service provider data network or is connected to the Wi-Fi. 

Either of the condition should match to avail the service of 

finding the iPhone‟s Find My iPhone application. The third 

scenario is where no activation code is available or set by the 

owner and even the Find My iPhone application is not 

activated. In such cases nothing can be done as there is no 

remote access available to the iPhone for the owner. All of the 

above mentioned scenarios will be broadly presented in the 

following chapters of this dissertation along with the 

suggestions to overcome or partially resolve the problems 

caused in the smooth running of the application and the 

devices upon which the application is running. 

II. OBJECTIVES  

The main objective of the paper is to highlight and 

elaborate the following questions as well as to give a spotlight 

to those bugs and loopholes in the application which were 

found during the research, and suggest ways through various 

analysis to overcome the problems caused due to these 

loopholes: 

i. The first question for the research would be „why to 

use this application?‟ 

ii. Then will come, how exactly is the device located 

using this application? 

iii. What are the benefits of this application? 

iv. How safe will the data be once the device is lost? 

v. If the application fails to locate the device, what can 

be done next? 

vi. What are the limitations of this application and how 

can we overcome these limitations? 

vii. Will the suggestions to overcome the limitations 

work in the real world as they would work in the 

ideal world? 

The ultimate goal for this paper is try to make the 

device secure and locating the device more efficiently and 
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successfully. Also, suggesting ways to make the existing 

application function in a more robust manner. 

III Analysis 

We will start with the most basic question asked 

about the topic of this paper, which is, why is this application 

needed in the first place? The answer lies in the topic itself. 

The iPhone or any iDevice as a matter of fact is a very 

precious and expensive device and has tremendous value to 

the user. If the user loses the iPhone, they will strive hard to 

recover it back. To make things easier for the user, Apple Inc. 

has launched this Find my iPhone application. This makes the 

user‟s attempts to locate the device much more meaningful 

and may even lead to success depending on various factors. 

Well, since the user knows that this application helps 

the user to track the iPhone; doesn‟t the user want to know 

how does it achieve this? When the iPhone is misplaced, the 

user has to log-in to the iCloud‟s web-based portal and has to 

use the online application of the Find my iPhone application. 

The last location of the user‟s phone is synced with the 

Apple‟s servers. If the phone is still active (that is alive and 

online) and is connected to the internet then one can perform 

various operations on it, such as Erase the iPhone, Lock the 

device, Play a sound, and Display a message and activate lost 

mode. The application uses the Wi-Fi connection or the 

mobile data connection to achieve this. It uses the phone‟s 

GPS service to accurately determine the phone‟s location. The 

analysis based on how did the web-based portal behave with 

the desired actions performed is mentioned below. 

 The first function is where the input is the button of Play 

Sound on the web portal after logging in the iCloud web 

portal.  The output is displayed on the iPhone as well as an 

email is sent to the Apple ID email account of the user of the 

iPhone. The iPhone makes a loud noise so that the device can 

be located if it is near by the user. When the user selects play a 

sound option from the web portal, the user can hear a beeping 

tone on the phone with a message “Find My iPhone Alert” 

with an OK button available. If the user clicks on the OK 

button the sound stops playing and the user can see the home 

screen of the iPhone. 

 The next function is where the input is the button of Lost 

Mode on the web portal after logging in the iCloud web portal.  

The output is displayed in the form of a lock on the iPhone as 

well as an email is sent to the Apple ID email account of the 

user of the iPhone. The iPhone is locked and no one but the 

user can use it. The iPhone can be unlocked only when the 

passcode is entered on the iPhone. And when the device is 

found, that is the iPhone which had gone offline has come 

online, a notification is sent to the email address of the user 

stating the location of the iPhone and when was it located. The 

iPhone can be tracked, once online, using the Find My iPhone 

web application and the device is tracked live while on the 

move.  After the user has selected the Lost Mode option on the 

iCloud web portal, the phone gets locked and the person or the 

individual who has the device cannot perform any action on 

the phone. Optionally, we can also display a message with this 

feature.  

 The next function is where the input is the button of Erase 

iPhone on the web portal after logging in the iCloud web 

portal.  The output for this scenario cannot be displayed as the 

iPhone was not erased. The iPhone is the in-use device of the 

owner and hence cannot be erased. After erasing the device, 

the user can delete the device from the list of devices on the 

user‟s iCloud account.  When the iPhone is selected to be 

erased, the iPhone will restart and delete every file on the 

phone and will be as good as a factory reset. The user will no 

longer be able to track the iPhone, as this will erase the iCloud 

account from it. 

 The last function is where the input is the button of Lost 

Mode on the web portal after logging in the iCloud web portal.  

The output is displayed in the form of a lock on the iPhone as 

well as an email is sent to the Apple ID email account of the 

user of the iPhone. The iPhone is locked and no one but the 

user can use it. The iPhone can be unlocked only when the 

passcode is entered on the iPhone. A message is displayed on 

the screen of the iPhone. This a custom message and can be 
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edited by the user to get the iPhone back if anyone, who is 

sincere enough to give back the iPhone, finds it. When the lost 

mode option is selected, the iPhone displays a message on the 

lock screen itself, and if the user adds a phone number inside 

the message, any person who is in possession of the iPhone 

can call the user from the lock screen of the iPhone without 

the need of unlocking the iPhone. 

IV Results 

 The statistical analysis is the output for the paper where the 

research is computed into statistical functions and a calculated 

output is generated based on the statistical data generated. 

Statistics, as per the definition, is the study of the collection, 

analysis, interpretation, presentation, and organization of the 

data obtained during the research. The statistical analysis for 

the paper is based upon the probability of the success rate that 

is generated as the result of the research. The data is computed 

based upon the fact whether the iPhone is available as offline 

or online. 

 The result of this statistical analysis and testing is dependent 

on the answers of the research questions and scenarios that 

were computed into statistical functions and a calculated 

output was generated based on the statistical data collected. 

The statistical analysis is based upon the probability of the 

success rate that is generated and calculated as the result of the 

research scenarios. 

 The scenario where the user had misplaced the device at 

home location and the iPhone was needed to be located. The 

conditions were that the iPhone was at home location but was 

misplaced and needed to be located. There are two conditions 

available for this scenario: the iPhone is in the online mode 

and the iPhone is in the offline mode. The iPhone in the 

offline mode did not seem to respond efficiently when the 

network was completely available. Out of ten test attempts, 

five test attempts were a failure. The preceding table explains 

the same. The iPhone is not efficiently responding when the 

mobile data connection is not stable in availability. The offline 

requests made were not successful in reaching the device. 

Some tests failed by delay in time while some requests din not 

reach the iPhone at all. 

 The scenario where the user had lost the device (assumed) 

at some location, say Z, and the user needed to locate the 

iPhone. The condition was that the iPhone is misplaced at Z 

location. Now the user wants to locate the iPhone. The mode 

that is available to the iPhone in this scenario is online and 

offline. This scenario is without using the tracking 

functionality. A custom user message is displayed on the 

iPhone screen and the device is located on the web portal of 

iCloud. The iPhone in the offline mode did not seem to 

respond efficiently when the network was completely 

available. Out of ten test attempts, around seven test attempts 

were a failure. The preceding table explains the same. The 

iPhone was not able to respond efficiently when it was trying 

to enter a network. The network was a bit unstable and caused 

multiple issues. Some requests made by the user from the web 

portal did not reach the iPhone, while the others were delayed 

in reaching the iPhone. 

 The scenario where the user had lost the device (assumed) 

at some location, say X, and the user needed to locate the 

iPhone and also track it. The conditions were that the iPhone 

is at X location and is lost and the user needs the iPhone to be 

located and tracked. The mode that is available to the iPhone 

in this scenario is online and offline. This scenario is using the 

tracking functionality, unlike the previous scenario. A custom 

user message is displayed on the iPhone screen, which is 

similar to scenario two, and the device is located and tracked 

on the web portal of iCloud. The iPhone in the offline mode 

did not seem to respond efficiently when the network was 

completely available. Out of ten test attempts, around four test 

attempts were a failure. The preceding table explains the same. 

The iPhone was not able to respond efficiently when it was 

trying to enter a network. The network was a bit unstable and 

caused multiple issues. Some requests made by the user from 

the web portal did not reach the iPhone, while the others were 

delayed in reaching the iPhone. The tracking would stop in the 

midway even when the network was available and also that 

the iPhone was not able to receive the network properly. 
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Sometimes, the GPS service was not able to broadcast the 

location efficiently, thereby giving false and wrong 

information sometimes. The GPS service was efficient only 

when out in the open and not inside any building or structure. 

V Conclusion 

 The application used for the research is completely 

dependent on the connectivity and availability of the internet 

connection either through the mobile data network, provided 

by the network or service provider, or the Wi-Fi connection. If 

any commands are issued by the user, those will be executed 

only when the device reconnects to the internet or comes 

online. The commands are queued in for execution at the 

server end, waiting for the device to reconnect. This is a 

limitation where in the data services are unavailable; the 

application cannot perform its task. Anyone can misuse this 

vulnerability of this iPhone and harm the data or forge the data 

and personal information available on the iPhone, thereby 

threatening the information security of the personal data 

available on the iPhone. Hence, it is required that some other 

mechanism or service should be introduced or constructed or 

developed using which this limitation can be overcome and 

the users of Apple‟s product will be able to get the maximum 

benefit of the iCloud services provided by Apple Inc. 

The limitations of the application are the inability to 

access the internet at some intervals of time. Apple Inc can 

improve the reliability of the Find My iPhone application by 

sending an encrypted text messages (for example SMS) to the 

online services and receiving these messages from the iPhone 

to recognize the commands that are executed or that need to be 

executed. 

 The Find My iPhone application is nothing but a software 

program. A software program cannot be completely bug-free 

at any point of time. There are some loopholes in the software 

which can be seen and found out only when the user is trying 

for it multiple times. The major issue is caused by the mobile 

data network or the Wi-Fi network required for the internet 

connection. Despite the mobile network availability, the 

iPhone fails to connect to the internet due to any 

circumstances such as bad weather, network failure, and so on. 

All the results are falling under the failure rate because of the 

internet network connectivity failure. If any commands are 

issued by the user, those will be executed when the device 

reconnects to the internet or comes online. The commands are 

queued in for execution at the server end, waiting for the 

device to reconnect. This is a limitation where in the data 

services are unavailable; the application cannot perform its 

task. 
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